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Managing Risk from Cybercrime: 

Internet policy and security management for organizations2 
 

Introduction 

The growth and impact of the Internet has been widely documented (Anandarajan, 
Teo and Simmers 2006, Barfield, Heiduk and Welfens 2003, Devezas, Linstone and 
Santos 2005). Most organizations use the Internet today in some way or other and the 
intensity of their use has been rapidly increasing (June 2005, Loomis and Taylor 
2001, Macgregor and Vrazalic 2007).3 The adoption of the Internet by individual 
users has also increased dramatically.4 Along with these developments, the incidence 
and phenomenon of cybercrime has become a significant issue and has been much 
discussed in the media, policy-making arenas and scholarly research (Clifford 2001, 
Furnell 2002, Grabosky, Smith and Demsey 2001; Hunter 2002, Newman, and Clar-
ke 2003, Power 2000, Taylor, et al. 2006, Thomas and Loader 2000, Wall 2007, 
Yount 2006). All this attention has resulted in the promulgation of a variety of com-
puter-related laws and cyber laws in almost all countries (Brenner and Schwerha 
2004, Broadhurst and Grabosky 2005, Koops and Brenner 2006, Suri and Chhabra 
2003, Westby 2003).  

                                                 
2 Some of this work was done when the author was visiting the Max-Planck-Institute for 

Criminal Law, Freiburg, Germany. The author would like to thank Prof. Hans-Joerg Albrecht, 
Director of the Institute, for his encouragement and support.  

3 Not only has the rate of growth in the usage of the Internet vastly exceeded those of the 
telephone and television, but the rate of improvement of the underlying technology, for exam-
ple, as manifested by the speed of communications has also been bewilderingly fast. This has 
implications for both network security systems and the tactics of cyber offenders, in that there 
is an “arms race” in the techniques used by both sides.  

4 The number of host computers on the Internet was estimated to be at least 450 million in 
2007, compared to less than 50 million in 1999, (www.isc.org, http//navigators.com). The 
number of users worldwide was estimated at 1.262 billion in 2007 following a growth rate of 
250% since 2000. The penetration among the population was the highest for the US at 71% 
and the highest percentage of users came from Asia at 36.6% and the next highest was from 
Europe at 27.2% (www.internetworldstats.com). An idea of the size and the resources avai-
lable on the Internet can be had from observing that Google has more than 3.08 billion pages 
and AltaVista over 1.7 billion pages. Altogether, the Internet has well over 17 billion pages of 
content. The growth in e-commerce in the US has been projected to grow from $115 to $329 
billion in 2010 (U.S. Census and Forrester Research). Worldwide, over 183 million are estima-
ted to buy online currently (IDC Research). 
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 In fact, concern about cybercrime has been expressed in just about every con-
ceivable fora: the media, the popular literature, researchers, various organizations, 
public officials and policy makers. As a result of all this publicity, there have been 
responses at all levels – local, regional, state, national, national clusters (such as 
the EU) and international. The US states were among the first to establish laws 
against computer-related crime which included cybercrime and now the US at the 
federal level, as well as most nations of the world, have legislation addressing cy-
bercrime. The development of these cyberlaws has been extensively covered in the 
scholarly literature (Price and Verlust 2005, Samoriski 2002, Schell and Martin 
2004, Spinello 2002, Yang and Hoffstadt 2006). The Council of Europe’s Conven-
tion on Cybercrime was a major step by a group of countries to control the pheno-
menon and although many experts have identified problems with it and although 
there have been modifications and addendums to the original Convention, it is cited 
as a landmark in the area of cyber governance (Cangemi 2004, Flanagan 2005, 
Walden 2004).5 

Not only national policy makers and regional blocks such as the EU, but interna-
tional organizations including the United Nations have considered and imple-
mented a number of measures to control cyber crime. This international response 
has taken many forms encompassing suggestions and guidelines to control cyberc-
rime. Within the United Nations and its agencies a number of steps have been ta-
ken, for example, through UN GA resolutions 55/63, 56/121 and 57/239, among 
others (United Nations 2002, 2003). Resolution 56/121 is titled ‘Combating the 
criminal misuse of information technologies’ and notes that while “the free flow of 
information can promote economic and social development, technological advan-
cements have created new possibilities for criminal activities, in particular the cri-
minal misuse of information technologies.” It then “invites Member States to take” 
the measures set forth in resolution 55/63 into account in their efforts to combat the 
criminal misuse of information technologies. The resolution refers to the related 
plan of action against high-technology and computer-related crime of the UN 
Commission on Crime Prevention and Criminal Justice. The UN GA resolution 
57/239 titled ‘Creation of a global culture of cybersecurity’ notes that “as a result 
of increasing interconnectivity, information systems and networks are now exposed 
to a growing number and a wider variety of threats and vulnerabilities which raise 
new security issues for all.” It then exhorts member states “to develop throughout 

                                                 
5 The policy-making is driven by the concern that, in view of the perceived risks in conduct-

ing transactions over the Internet because of cybercrime, the full benefits of the Internet to so-
ciety are not being realized. These benefits include those arising from e-commerce as well as 
from a wider use of the Internet by the public globally.  
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their societies a culture of cybersecurity in the application and use of information 
technologies.” The resolution also lists some elements needed for creating this glo-
bal culture of cybersecurity.6 UNCTAD in one of its reports (UNCTAD 2005) has 
emphasized that developing countries must take steps to fight cybercrime to benefit 
from the boom in e-business. Altogether, there is a clear awareness that cybercrime 
can be a major potential threat to achieving the promise of the Internet. As a result 
of this increasing international awareness, most countries have moved to put vari-
ous computer-related laws and cyber laws in place, as mentioned above. In addition 
to enacting laws, there have of course been concurrent developments in law enfor-
cement activities, (Broadhurst 2006, Clifford 2001, McQuade 2005, Sommer 
2004). 

However, much of the policy making is based on media reports, public reaction 
and inadequate data (Goodman 2001, Moitra 2003, Wall 2005). Even now there is 
very little rigorous data collection that has been done and most of the surveys to 
date have serious methodological limitations (Koellisch and Jaehnke 2006, Moitra 
2005d). Thus there is very little reliable and relevant information of the extent and 
nature of cybercrime, and cyber laws developed in the absence of accurate data 
may not be really effective in practice. Indeed, we have no persuasive evidence to 
indicate that cyberlaws have had any substantial effect on the incidence of cyberc-
rime.  

We need to recognize that there are actually two realms of responses to cyber-
crime. One is that of public policy which seeks to control cybercrime for the good 
of society – local, national, regional or international. This activity is pursued (by 
almost universal consent) because policy makers at all levels feel that the wellbeing 
of all can be increased by having access to the Internet and its benefits. The citati-
ons from the UN documents clearly underline this feeling. In addition however, 
there is a second realm of response, and that is the response on the part of the users 
– especially organizational users since they have both a greater stake and greater 
resources in general than individual users. All organizations involved with e-
commerce face risks from network attacks and cyber crimes because the Internet is 
an “open” network and almost anyone can get access. As a result, hackers and cri-
minals can also access the computer systems and websites of organizations.7 Thus, 

                                                 
6 The United Nations has published a document titled “United Nations International review 

of criminal policy - United Nations Manual on the prevention and control of computer-related 
crime.” 

7 In response to these threats, many network security systems have been developed and the-
re are now many network security firms that provide defense measures against network at-
tacks. While both individuals and organizations are vulnerable, it is mostly the organizations 
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along with public cyber policy, organizations do and must take defensive measures 
against cybercrime.8 But organizational policies for protecting information systems 
that can be accessed over the Internet have also been based on information and data 
that may be inaccurate and/or biased. As we have noted above, the enormous 
growth of e-commerce has resulted in a very large number of organizations depen-
ding on the Internet to carry out essential transactions. Such organizations also 
need reliable data on cybercrime in order to properly manage the risks of being ex-
posed to the Internet. Beyond getting good data, organizations have to have good 
decision-making methods to develop appropriate and cost-beneficial security mea-
sures. It is this issue that is the focus of this paper. However, there is a common 
need for an understanding of the cybercrime process for both public policy making 
and organizational decision making. 

To develop effective cyber policy within both these realms, it is essential that we 
have as accurate a picture as possible of this phenomenon. This requires, among 
other things, an assessment of the current information on cybercrime since they in-
fluence the public and law makers.9 Such an assessment needs to review the survey 
methodology, the data and the analysis critically, identify possible biases in them 
and suggest better methods of data collection and analysis. These points have been 
addressed in prior work (Goodman 2001, Koellisch and Jaehnke 2006, Moitra 2003 
and 2005d, Wall 2005) and it is expected that future surveys will provide a clearer 
picture of cybercrime patterns.10 Thus there is substantial and continuing work on 
the analysis of cybercrime for policy development. On the other hand, while much 
discussion has taken place on how organizations should respond to cybercrime, and 
although there have been many developments in network security systems, there is 
relatively little work on how organizations should decide on the best kind and de-
gree of security for themselves.  

                                                                                                                                             
that have taken elaborate precautions against cybercrimes and cyber-attacks. Many have adop-
ted various forms and levels of security measures to protect their networked systems and in-
formation assets. We refer to this as the private realm of decision making because these decisi-
ons do not affect public policy although some of the organizations may be governmental. 

8 For example, survey reports by the Computer Security Institute (CSI 2007), the Australian 
CERT (AusCERT 2007) the DTI, UK, (DTI 2006) tabulate various security measures organi-
zations take and the incidence of network security breaches.  

9 Both the applications of the Internet and its underlying technology need to be taken into 
account, (Lessig 2000). 

10 One major effort has been the preliminary survey by the Bureau of Justice Statistics (BJS 
2002) and a more comprehensive survey is currently underway. This survey has one of the 
more methodologically sound designs but even then there are significant limitations.  
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This paper addresses the problem of managing cyber security from an organiza-
tional point of view. The current organizational responses are also influenced by 
media reports, (though probably to a lesser extent than public policy), but it is 
strongly influenced by the marketing efforts of vendors of security products. Final-
ly, it is also influenced by the various surveys of cybercrime (AusCERT 2007, CSI 
2007, DTI 2006).11 There are drawbacks to depending on such sources of informa-
tion. Media reports should often be discounted because of the hype, and current 
survey reports are unsatisfactory as discussed above because of the numerous bia-
ses that exist. Vendors of security systems are naturally interested in selling more 
and expensive security solutions to organizations and tend to over-emphasize the 
risks. For a rational decision-making process, organizations need to consider the 
costs and benefits of network security measures comprehensively, and then deploy 
the system that is most appropriate for it.  

In order to assess the costs and benefits of cyber security, it is obviously impor-
tant to have accurate information about the prevalence and patterns of cybercrime. 
It is also important to derive an understanding of how cyber offenders behave and 
how they might respond to changing security levels. In this, both public cyber poli-
cy and private security decisions have a common need for more research and analy-
sis of cybercrime. The focus of this paper is on the issue of how organizations can 
achieve the optimal type and level of security. This in itself is a complex task, as 
security has many dimensions that we shall discuss in detail. For now we shall note 
that there is this common need for information on cybercrime, and some of the mo-
deling and analysis will also be relevant for cyber policy making. At another level, 
there have been calls for public/private partnerships for combating cybercrime 
(Grabosky, Smith and Demsey 2001, Wall 2003) although the extent to which it 
will occur remains to be seen. The point here is that both public and private organi-
zations need the same information on cybercrime patterns for their own purposes. 
The situation is not too unlike that of the middle-ages when the king or emperor 
was supposed to maintain law and order in the entire realm, but in practice feudal 
lords and barons built their own castles for local protection. 

In particular, this paper discusses data needs and specifically identifies the pa-
rameters needed for a better understanding of cybercrime. Further, it outlines an 
approach to estimate some of these parameters to the extent possible given the data 
that is, or potentially can be made, available.12 The essential data that are needed 

                                                 
11 Listings of many of these surveys can be found in Koellisch and Jaehnke 2006, and 

Moitra 2003. 
12 If researchers were given access to the actual survey data that have been collected by the 

various organizations rather than just the summary reports, we could do considerably more 
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are of two kinds: the first kind is the data related to cyber criminal behaviour such 
as individual crime rates, the number of active criminals and the choice processes 
by which they decide on committing crimes. The second kind is the data related to 
organizations such as the impact of cybercrimes on their network systems, the va-
lue of the information systems that are vulnerable and the costs of alternative secu-
rity systems. This data can in theory be obtained and in fact should be known to 
each organization. The central uncertainty lies with the data regarding cybercrime 
and cyber criminals. Not having the level of detail and dependability in the data on 
the cybercrime process, we are not currently in a position to estimate the models 
we would ideally like to estimate. 

In order to have a practical model for deciding on security, the model must obvi-
ously be estimable. The primary difficulty, as explained above, is that we have 
neither reliable nor sufficient data to estimate the models that would provide useful 
guidelines to organizations. In traditional criminology, many years of research and 
data collection provide a basis for the policy debates, but this is absent in the case 
of cybercrime. For example, in traditional criminology we have research results on 
victimization rates, individual arrest rates, self-reports from convicted offenders 
and studies on incapacitation and deterrence effects, and so on (Lersch 2004). Wha-
tever their drawbacks, it has been possible to utilize the data for policy making to 
some extent. In the area of cybercrime, we have only partial and biased data on vic-
timization, extremely little knowledge of cyber offender behaviour and no informa-
tion on individual crime commission rates. The challenge therefore is to modify the 
models we would like to estimate. We need to make them simpler and more practi-
cal so that on one hand can be reasonably estimated and on the other hand are rea-
listic enough for effective decision making. In this paper we first develop an initial 
model and then discuss the data we would need to estimate its parameters. Then we 
derive a simpler and more robust model that would still be useful and would be 
possible to estimate. We conclude with a summary and discussion that includes the 
potntial benefits of this work. 

 

Model Development 

First we introduce the terminology used in the model in Table I. A more detailed ex-
planation of the notation is given in the model development below. 

                                                                                                                                             
analysis and obtain a better picture of cybercrime. Thus, some of the required data exist but 
has not been made available so far for research.  
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Table I: Terminology 

 

Symbol Name Type 

λ Individual crime commission rate  Variable 

ν Victimization rate of an individual organization Variable 

A Number of active cyber criminals Variable 

N Number of potential victim organizations Variable 

Λ Total number of cybercrimes generated Variable 

V Total number of victimizations Variable 

m Average number of victims per cybercrime committed Variable 

μ Average number of crimes that result in one victimization Variable 

g Average group size of cyber criminals Variable 

r Type of resource being protected from a network attack Index 

q Level at which a resource is protected  Index 

s Matrix representing security measures taken [s = s(r,q)] Indicator 

s Scaled ordinal index to represent security level [derived 
from s] 

Index 

p Probability of a crime by type of offender and type of vic-
tim 

Variable 

π Transition probability to a particular damaged state | at-
tack 

Variable 

Δ  Expected damage to a resource from a particular crime 
type 

Variable 

d Damage per cybercrime experienced Variable 

D Total damage per time period from a particular crime type Variable 

C Cost of security by level Variable 

U Utility to an offender from committing a cybercrime Variable 

α Proportion of cyber criminals who are of a particular type Fraction 

ω Proportion of organizations of a particular type Fraction 
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i Cybercrime type Index 

a Type of cyber criminal Index 

k Skill level of cyber criminal Index 

l Organization type Index 

j Damaged state after a network attack Index 

e System-level entity that is the target of the attack Index 

θ Mode of operation of the offender Index 

 

The initial model: 

Let λ =λ(a,k,i) = the rate at which a cyber criminal (or attacker) of type a with skill 
level k commits crime type i (that is, λ  is the individual offending rate). 

Let A(a,k) = number of active cyber criminals of type a and skill level l. 

Total number of crimes committed of type i = Λ(i) = Σa Σk A(a,k) λ(a,k,i) 

Let ν = ν(l,s,i) = the rate of victimization of crime type i experienced by an organiza-
tion of type l with security level s. Here s  = s(r,q) and is a matrix that reflects an or-
ganization’s security position, with r representing the type of security (what resource is 
being protected, for example data or communications or resources) and q the level of 
protection. 

 Let N(l,s) = number of organizations of type l with security level s. 

Total number of victimizations of type i = V(i) = ΣlΣs N(l,s) ν(l,s,i) 

If we make the ‘zero-order’ assumption that each crime will result in one victimiza-
tion, 

Then 

Λ(i) = V(i) 

However, in general this is not the case because a single crime can result in multiple 
victimizations and sometimes multiple crimes may result in just one victimization. For 
crimes of type i, let m(i) be the average number of victimizations per crime and μ(i) be 
the average number of crimes that result in a victimization. 

Then  

μ(i) V(i) = m(i)Λ(i) 

Or we can say that the effective aggregate crime rate is V(i) = [m(i)/ μ(i)]Λ(i). 
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There is some evidence in the literature on hackers and cybercrime that cyber crimi-
nals often operate in groups, and that there may even be a division of labour among 
them in planning and carrying out an attack. If we wish to take group behaviour of the 
offenders into account, and if the average group size of offenders committing a crime 
type i is g(i), then, 

V(i) = [m(i)/{g(i) μ(i)}] Λ(i). 

In understanding patterns of cybercrime, it is important to understand the process by 
which criminals target victims. In fact we know very little about how cyber criminals 
and malicious hackers decide on which organization or organizations to attack.13 

The choice will presumably depend on the type of offender, since almost by defini-
tion, different types will tend to choose different victims. Similarly, the skill level of 
the offender may influence the choice since potential offenders with low skill levels 
may avoid well-protected sites. Moreover, the choice will almost certainly depend on 
the type of organization, since different types of organizations will attract cybercrimes 
at different rates even from the same type of offender.14 Finally, the choice may de-
pend on the level of security the organization has for its resources that are vulnerable 
to network attacks. The targeting process itself may be one of several types: it can be 
totally random for example, or it may be based on the offender already having decided 
on the organization as a target, or it may be the culmination of prior network explora-
tion and “sniffing” through which the offender has already gained some knowledge of 
the organization’s network system. Whatever the details of the process, we shall ob-
serve a process where the nature of the crime, the offender and the victim are all signi-
ficant variables.  

From now on we shall employ a simpler form for denoting the organization’s secu-
rity posture (s). When all feasible combinations of security type (r) and corresponding 
levels (q) are enumerated, they will form a sequence of security levels and they can be 
ordered in terms of the degree of security they offer to the organization. Given comple-
te market information, this sequence should also correspond to increasing cost. That is, 
the cost of a security system should be directly proportional to its effectiveness. If any 
system does not satisfy this condition, it should be dropped from the consideration set 
since it implies that there is some other system that provides the same or more security 

                                                 
13 We are now ignoring the choice of individuals as targets as it is beyond the scope of this 

paper. However this issue needs to be taken up in the context of individual victimization and 
surveys of such victimization. 

14 This is assuming that offenders of a given type can commit different types of cybercri-
mes, possibly at different rates. If each type of offender specializes in just one type of crime 
then the choice problem is a little simpler.  
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for the same (or at a lesser) price. We shall represent any alternative in this ordered 
sequence by s, and so s is an index of the states of security that the organization can be 
in, with higher values indicating greater security. Let p(a,k,l,s|i) be the probability that 
an offender of type a and skill level k chooses a victim of type l with security s for 
committing crime type i. Similar approaches have been used in traditional criminology 
(Bernasco and Nieuwbeerta 2005). 

We shall assume that Σl Σs p(a,k,l,s|i) = 1. That is, a given cyber criminal characteri-
zed by a and k will either choose a victim in each time period, or, if he does not launch 
an attack in that time period, we shall assign that null action to a dummy victim denoted 
by l = 0. Clearly λ will be a function of p and we shall develop this relationship later 
when we derive an expression for p in terms of a choice model for the offender’s beha-
viour. We can also derive ν in terms of p as follows: 

ν(l,s,i) = Σa Σk A(a,k) p(a,k,l,s|i) 

Turning now to the damage suffered by victim organizations, let the expected dam-
age to resource r caused by an attack of type i be Δ(r|i,s), (dropping the indices a, k and 
l for now). The damage suffered from a crime of type i will be d(i|s) = Σr Δ(r|i,s) ta-
king into account all damaged resources, and  total damage per unit time period will be  
D(s) = Σi d(i|s)*ν(i,s), since the rate of attacks is ν(i). 

The d’s will in general depend on the skill level k and the security level s. We shall 
consider the degraded state of the organization’s system after the attack, which we 
shall denote by j. Then for each i, we shall have π(j|k,i,s) which will be an element of a 
transition matrix that gives the probability of an attack of type i leading to a degraded 
state j given k and s. 

 Let d1(r|j) be the damage done if the end state is j, then  

d(r|i,s) = Σj d1(r|j) π(j|k,i,s) f3(k)  

where f3(k) is the probability that the offender has skill level k, which can be taken 
as the fraction of cyber criminals with skill level k. 

 

One issue we need to resolve is the effect of the organization’s security level s since 
our central concern here is to identify the appropriate level of s. One paradigm that sug-
gests itself is that λ is also affected by s, that is, the individual crime rate is influenced by 
the observed or known s (from experience or network reconnoitering). This implies that 
the security level acts as a deterrent, just as a secure facility deters break-ins in the phy-
sical world and this has indeed been suggested in the cybercrime literature (Grabosky, 
Smith and Demsey 2001). The alternative paradigm is that λ is exogenous with respect 
to organizational decisions and not influenced by s. In this latter case, s only influences 
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the damage caused (through π): higher levels of s result in lower damages (but the rate of 
network attacks remain constant with respect to s). 

In this paper we wish to explore the first case which is more general, and we postu-
late a utility function for each offender that depends on s. Let U(a,k,l,s|i) be the utility 
to an offender of type a with skill level k if he commits a crime of type i against a site 
of type l with security level s. For now we shall simplify the notation by dropping the 
indices k and l and focus on just one crime type. Thus we have U(a,s) as the utility of 
committing this crime or attack. This approach follows from theories of crime that 
postulate a rational basis of crime commission (Becker, Tommasi and Ierulli 1995, 
Hellman and Alper 2006, Lersch 2004) and we shall return to this concept later.  

Since the logit model for choice has been so successfully applied to many areas of 
individual behaviour involving choice (Train 1986), we shall use the logit model here. 
In our case we have a binary choice on the part of the offender – to commit a crime or 
not. By scaling the utilities such that the probability of not committing a crime has a 
utility of 0 (which we can do without any loss of generality), the logit model will pre-
dict the probability of an offender of type a committing the type of crime under consi-
deration against an organization with security level s as 

p(l,s) = expU(l,s)/{1+exp(U(l,s)} 

A major problem is that it will probably be extremely difficult to estimate the utili-
ties. In theory, we can elicit the information necessary by interviewing cyber criminals 
or hackers, as has been done in some cases in traditional criminology, but most likely 
this will not be possible in the case of cybercrime. However, we shall see that for our 
purposes here, we do not need the utilities themselves, but rather their sensitivity with 
respect to the perceived security level s. In other words, if we can somehow infer how 
s influences the decision of these criminals to commit a crime against an organization 
that has a security level s, we can proceed to identify the most appropriate s for an or-
ganization.  

Let u(a,s) = δU(a,s)/δs, the differential of U with respect to s.  

We can assume that u(a,s) will depend on a very significantly as follows: 

Let a = 1 for cyber criminals who commit crimes for financial gain. Therefore we 
can assume that they would prefer easy targets and their utilities decrease as s increa-
ses. That is, the differential or slope will be negative, that is, u(1,s) < 0. 

Let a = 2 for cyber criminals who commit a crime for the sake of the intellectual 
challenge, and therefore their utilities will increase as s increases, since for them, the 
stakes and their reputation increase with s. Therefore the slope will be positive, or  

u(2,s) > 0. 
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Finally, we shall let a = 3 for criminals who are ideologically motivated, that is, they 
wish to commit a crime against that organization for ideological (or emotional) rea-
sons, and we shall assume that for these criminals their utility is independent of the 
security level and u(3,s) = 0 for all levels of s.15 

If we can make some estimates of the u’s from the cybercrime literature, particularly 
the literature on cyber criminals, then we can proceed with estimating this model and 
arriving at the best security levels for organizations. There are some reported findings 
in the literature that suggest that this may be feasible (Biggs 2004, Douglas 2002, 
Smith, Grabosky and Urbas 2004). Alternatively, if we can estimate δp/δs, that is how 
the probability of launching an attack may vary with the difficulty of carrying it out, 
(since the difficulty will be proportional to s), we can also estimate the model. This is 
because in our formulation (based on the logit model) there is a one-to-one relationship 
between the utilities and the probabilities of committing crimes. 

Actually, what we need, strictly speaking, is δν/δs, and if we could somehow esti-
mate this in aggregate (over all types of cyber offenders) then we could proceed with 
estimating the best level of security for an organization. However, in principle, if cyber 
offenders are non-homogeneous, and their response to the security level of potential 
targets vary by a and k, then, in order to accurately predict changes in victimization 
rates due to s, it is necessary to have some understanding of their utility functions and 
also the numbers of the different types of offenders [A(a)] that are active in a given 
period of time.  

The decision problem for the organization is to minimize its costs (C) arising from 
the security measures it has installed and the total costs of damages (D) that it may still 
suffer from cyber attacks. This is because no security system is fool-proof and in spite 
of a security system, however good, some attacks and crimes will be successful and 
may inflict damages on the organization and its information systems. Thus, 

The objective is to minimize Z = D + C with respect to s (Moitra 2007). 

The solution will be at the point where  

δZ/δs = 0 or when  

δD/δs = -δC/δs 

The detailed derivation of the solution is given in the appendix. For simplicity we 
have dropped all the indices a, k, l and also i. That is, we focusing on one homogene-

                                                 
15 u(3,s) can of course be taken as less than 0 if that is what the evidence suggests. In any 

case, these three types of utility functions cover all possible responses with respect to security 
levels as far as the first order derivatives (u) of the utilities are concerned.  
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ous type of cyber offender, with all offenders of this type having the same skill level. 
Furthermore, we are concerned with a given organization now, so l is known and hen-
ce fixed. Finally, this simplification implies that we are now following one type of 
crime only.16 What we have finally is that the optimal level of security (s) will satisfy 
the following equation: 

(δd/δs)* υ + d*(T/N)*[{expU/(1+expU)2}*(δU/δs)}*A} + (δA/δs)*p = -δC/δs  

The procedure to solve this numerically is also described in the appendix. Here we 
discuss and interpret each of the terms in this equation. 

The variables υ, d, s, T, N, U, A, p and C have been defined above in Table 1 and 
discussed in the text. 

δd/δs = This is the change in the expected damage from a crime as the security level 
changes. This should be known to the organization. The systems managers should be 
able to estimate this as this is part of systems engineering. This is not to admit that it is 
difficult, but a good understanding of the alternative security systems and the organiza-
tion’s network/information assets at risk should provide the estimates. We have indi-
cated an approach above. 

δU/δs = This is the change in an offender’s utility as the security level of the target 
organization changes. This is the most difficult term to estimate. Moreover, this 
strongly depends on the type of cyber criminal as has been discussed. It is possible that 
with further research on cyber criminal behaviour, we can arrive at some assessment of 
this, as has been attempted in traditional criminology (Bernasco and Nieuwbeerta 
2005). Alternatively, we can also solve the model if we can estimate δp/δs in some 
way, as that might be easier, or if we can estimate δυ/δs in aggregate. 

The latter may also be possible, even from current surveys, if the data collected in 
them were analyzed appropriately.  

δA/δs = This is the change in the number of active cyber offenders who might con-
sider this particular organization as its security level changes. This may be interpreted 
as capturing the deterrent effect of increased security. As its security increases, pre-
sumably few potential offenders will attempt to attack that organization. 

                                                 
16 We can always re-introduce these indices. In that case, we shall have to sum up over the 

relevant indices every time. In the even more complicated scenario that there may be correlati-
ons among some variables, the interaction terms will have to be included. However, at this 
stage, the simplifications we have introduced appear reasonable, since we have no information 
to estimate a more detailed model. In fact, as we shall see, we shall have to make further 
simplifications and approximations to this model.  
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δC/δs = The change in the cost of security as the security level changes. As pointed 
out above, this should be known to the organization. 

 

A Numerical Example 

Next we introduce a numerical example to illustrate how this approach can be ap-
plied in practice (Moitra 2007). This example is simplified for expository purposes, 
but it shows how the model developed above can be used for arriving at security 
decisions. The only limiting factor in applying a fuller model is the availability of 
data.  

The model itself is not exceptionally complicated – in fact, many real models 
that have been used by public and private organizations are far more complex – and 
the solution techniques are also quite straight-forward given the computer packages 
now available. Therefore, if an organization can gather the data needed for its own 
situation, it can easily apply a more comprehensive model that would be appropria-
te for it and arrive at the best security decision. 

We consider three generic types of damage: damage to resources (computing and 
communications); damage to data; and damage to image or other intangible dam-
ages. These can be thought of as three types of assets any organization can have. 
We assume that the organization can estimate the total damage D in monetary 
units.

We also need to consider different types of cybercrimes. There are many ways of 
classifying cybercrimes (Moitra 2004) For example, we can consider 

a) crimes with different goals: financial gain, show of skills, ideological; 

b) crimes with different targets: information theft, sabotage, website deface-
ment; 

c) crimes by different types of cybercriminals, where type of cybercriminal 
would determine the crime type. This implicitly assumes that cybercriminals 
are specialists.  

Whichever way we may choose to classify the crimes, in this paper we consider 
two types indexed by a (a = 1, 2). This is equivalent to assuming that cyber offen-
ders are specialists and that an offender of type a commits only type a crimes (or, a 
= i, according to our previous notation. In addition to the crime type, we consider 
the skill level of the cyber criminal. We shall limit ourselves to two skill levels he-
re: (k = 1 {low} or 2 {high}).  
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Finally we consider the types and levels of defense or security the organization 
can have:  

We assume that different security systems are specialized to provide protection to 
different assets or resources. Although this is not strictly true and in practice a security 
system will provide protection for multiple resources, we make this assumption to cap-
ture the main impact of organizational decisions that may target a particular resource 
for protection. For example, an e-store may emphasize protection of its communicati-
ons facilities, while a bank may be much more interested in protecting its data. As be-
fore, let s(r,q) represent the matrix that reflects an organization’s security position, 
where r represents the type of security (what resource is being protected) (for example, 
r=1 {data} or 2 {communications}) and q the level of protection, (q=1 {low} or 2 
{high}). We note that s(r,q) is a matrix with 0-1 elements, and only one element per 
row will be applicable for a given organization: that is, for each type of resource, the 
organization will choose either a low level or a high level of protection for it. We shall 
also need the corresponding cost data C(r,q) which gives the costs for each security 
system. 

Next we consider the cybercriminals and the generation of cybercrimes. Let us 
assume that the rate of crimes committed will vary with the type of crime. There-
fore,  

Rate of crimes = arrival rate of ‘incidents’ Λ = Σaν(a)   

where = ν(a) is the victimization rate for crime type a. We shall consider two ty-
pes of crime for now and so,  

Λ  = ν(1) + ν(2). 

These crime rates may be estimated if we can compute the probabilities of com-
mitting each of these types of crime. Assuming that these probabilities are inde-
pendent, they can be derived from the utilities of committing a given crime using 
the logistic choice model. 

Let 

U(a) = utility of committing a crime of type a (independent of k for now), and  

U0 = utility of not attacking (assuming it is the same for all hackers, and U0 can be 
set to 0 without loss of generality). 

Then, the probability of an individual committing a crime type a is 

p(a) = exp(U(a))/[1+exp(U(a)] 
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based on the theory of utility maximization given a random utility model of  choice 
(Train 1986). We shall take p(a) as the probability over a unit time period, which 
we assume as corresponding to the decision-making horizon of a cyber criminal. 

To apply this model, we need data to estimate U = U(a | r,q ) that is, estimate U 
as a function of type of crime as well as the type and level of security. This is rea-
sonable since the utility will clearly vary by type of crime. It will also vary by the 
kind of protection the organization has installed, since this will affect the time and 
effort the cyber criminal will have to put in to commit the crime. 

Then, the rate at which crimes are generated is given by  

λ(a) = p(a)* T * A(a) and ν(a) = λ(a)/N if there are N organizations that are po-
tential targets.17 T is the time period and A(a) are the number of active criminals 
who would consider committing crime type a and whose utilities for committing 
that crime equal U(a). Thus ν(a) is the number of crimes of type a that the organi-
zation will experience. There is also the assumption that attacks follow a pattern of 
Bernoulli trials, so that the number of expected crimes by an individual offender of 
type a is p(a)*T. 

Then, the total damage in time T is given by each attack a is 

ν (a)*d(a,s);  

where d = damage done per attack of type a given security measure s ignoring skill 
level. 

The data needed to apply this model is a subset of the data needed for the earlier 
model that was developed and we shall discuss the data requirements and estima-
tion issues below in a separate section. A number of assumptions and approximati-
ons will be needed before we can get the estimates we need even for this model, 
and one of the reasons that this model has been kept simple is to minimize the data 
requirements to estimate it so that it can be used. 

The numerical estimation was carried out on a spreadsheet. Since no suitable data is 
available currently, the example uses hypothetical data for an organization. The data 
does reflect relative values in costs, damages and utilities that should hold in reality. 

The cost data matrix {C} that was used is (in arbitrary monetary units) 

 
                                                 
17 This assumes that all organizations have the same probability of being attacked. More 

generally we should sonsider the distribution of organizations by type, or ω(l) = N(l)/ΣlN(l). It 
will also be useful to consider the distribution of cyber criminals by type, or α(a) = A(a)/ 
ΣaA(a). It may be that we can estimate the α(a)’s more easily than the A(a)’s for each a. 
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The degree of damage done {d}, in the same monetary units as the costs above, is 
given by the matrix 

 

s (r,q) (a,k) 

1,1 2,1 1,2 2,2 

1,1 20 60 10 30 

2,1 15 40 8 25 

1,2 40 120 20 60 

2,2 30 80 16 50 

 

In both the tables above, C and d are taken to be in monetary units (amortized) per 
unit time period. In the case of d this also implies that the victimization rate has been 
taken into account and the cells represent the product of the damage per attack and 
the rate of attacks experienced, by attack type, a. 

The Utilities {U} to a malicious hacker are assumed to be given by 

 

U(a,r,q)  q=1 q=2 

a=1 r=1 .2 .1 

a=1 r=2 1 .5 

a=2 r=1 .5 .4 

a=2 r=2 .3 .6 

 

Results: 

The model was run with the organization choosing different levels of security. 
We were interested to find the optimal level and type of security for the organizati-
on. Thus we varied the security posture (level and type) and computed the cor-

C(r,q) q=1 q=2 

r=1 10 30 

r=2 25 70 
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responding costs and damages. The point where the sum of costs and damages are 
minimized is of course the optimal posture. In this example, we find that a security 
posture of low level security for computing/communications and high level security 
for data is optimal. If the security level is increased beyond this level, the costs 
outweigh the expected benefits and the security is no longer optimal. This is il-
lustrated in Figure 1 below 

Figure 1. Total Costs versus Security Level showing Optimal Point 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Managerial Insights 

These results are of course specific for this model, its assumptions and the data 
used in the example. More generally, we can say that organizational policy can be 
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optimized through the use of such models. What we have observed is that increa-
sing security levels excessively is not cost-beneficial. In other words, although 
damage could be reduced by enhancing security, after a point, the value of the mar-
ginal damage averted is less than the cost of the incremental security. Thus it is im-
portant for organizations to be able to estimate the marginal value of damages aver-
ted as they increase security. The marginal net benefit at some point will be less 
than the incremental cost of security, and the organization should not increase its 
security beyond this point. Of course, we have not taken risk averseness into ac-
count. However, for any finite risk-aversion, this result for optimality will hold. 
The optimal point may be shifted towards greater security. It is expected that risk-
neutrality or risk-aversion will depend both on the sector to which the organization 
belongs and the organization. 

 

Data Requirements for Analysis and Model Estimation 

The more detailed model developed initially is too detailed and complex for estimation 
with current state of knowledge. However, it is important to develop such a model first 
as it indicates the data that we need to solve the problem of managing security. If we did 
not have the model we would not be aware of what our data requirements should be and 
unless we know of our requirements, we cannot design appropriate survey instruments. 
Keeping these more exacting requirements in mind, it is possible that future surveys can 
be developed and fielded so that the gaps in our knowledge are gradually closed.  

We will need to apply aggregated models until the time when disaggregated data are 
available and we have already indicated some possible simplifications by dropping some 
indices. Even the simple numerical example highlighted the lack of basic data on cyberc-
rime. 

The data needed fall into two areas: the organization-related and the cybercrime 
process-related data. 

 

A) Organization-related: 

The data related to the organization {C, s, d} will either be known to the organizati-
on or will have to be collected by it. In principle, they can be obtained and indeed 
should be known by the organization in its own interest. C(s) (or C(r,q) or C(s)) is the 
cost of installing security measures to protect resource r at level q. This should be 
known to the organization from its systems managers and security systems vendors. 
Since s is derived from s as an ordered scalar variable, the incremental increase in C as 
s is enhanced [δC/δs] should also be known. 
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s(r,q) is the actual security system installed by the organization, often called its secu-
rity posture. The elements of the matrix s are (r,q) and indicate which level of security 
(q) the organization has chosen for each resource r. This again is obviously known to 
the organization at any point in time. This is the key decision variable for the organiza-
tion, and its objective is to find the optimal value. 

d(a,k,r,q) is the matrix that gives the extent of damage that could occur if an attacker 
of type a and skill level k commits a cybercrime of type a against an organization and 
if the organization had installed a security system of level q for resource r. In practice 
the most an organization can know is d(s|i) where i is the crime type that has been per-
petrated. The matrix has to be complete and known, and the actual damage that would 
occur is read off from this matrix for a particular attack given a particular posture. The 
total damage in theory is D is Σa,k,r,q d(a,k,r,q), remembering that q is an indicator vari-
able. Again in practice the organization can only estimate D = Σi d(s|i). As already dis-
cussed, one method of estimating this is to anticipate what would be the impact of a 
given type of attack (the degraded state j), and what degree of damage would be suffe-
red by the various resources (indexed by r) in state j. The organization must develop a 
methodology to estimate monetary values for these damages with reasonable accuracy 
and then estimate the expected damage under each type of attack. The organization 
may also wish to consider the set {e(i)} where e(i) is the systems entity targeted by 
crime type i. The mode of operation (MO) for a particular crime is also a significant 
factor and may be indexed by {θ}. 

With proper detection and monitoring systems in place, an organization should 
be able to track the number of network intrusions and attacks it is experiencing per 
unit time, which is ν(l,s,i) where l is the type of organization, s is its security level 
and i is the crime type, as before. It is also important is to know δν/δs, the change 
in the attack rates as security is varied. Of course, an organization might experi-
ment with different levels, or it may consult reports on network breaches and see in 
aggregate how organizations with different levels of security have fared in terms of 
attack rates. 

 

B) Cybercrime process-related: 

The parameters related to the cyber criminals are much more difficult to obtain. 
The number of attackers by type will vary over time, and it is only the active set that 
is relevant and that is what we imply by A(a,k). If we drop the index k, A(a) is the 
number of cyber criminals of type a. Again it would appear that this is difficult to 
estimate. However, a number of approaches have been developed in traditional 
criminology to try to estimate such numbers (active offenders) and such methods 
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may be applied to cybercrime in the future. One such approach is described with 
examples in Moitra 2005a and Moitra 2005b.  

A further variable of interest is δA/δs, the change in the number of active offenders 
that might consider the organization as a potential target as the security level is 
changed. However, considerable care needs to be exercised to interpret this even in 
theory, since A is assumed to be the pool of all offenders (in a certain category 
perhaps), and not specifically those who would target a particular organization. We 
recall that the previously A was not taken as a function of s. On the other hand, there 
has been a suggestion in the literature that as the average level of security deployed by 
organizations rises, more and more potential cyber criminals will drop out because of 
frustration over the increased difficulty in committing cybercrimes, or their inability to 
commit the crime they intended. This dynamic aspect of A makes its estimation even 
more complex yet it is very important to take this into consideration. 

U(a,k,l,s,i) or U(a,k,l,r,q,i) is the utility that a cyber criminal of type a with skill 
level k derives from committing a crime of type i against an organization of type l with 
a posture given by r and q (that is, s). While it is reasonable that this utility in theory 
will depend on a, k, l, r, q and i, it may be quite difficult (if not impossible) to estimate 
this function in practice. We shall discuss the estimation issues below. It may also be 
true that this utility depends on other factors. Knowing U, we can derive p, by assu-
ming the logit model, or some other choice model, and hence λ. We also need to know 
δU/δs and this may be even more difficult. This would represent the deterrence effect 
of network security. One can also calculate a possible displacement effect if some or-
ganizations increase their security levels relative to others. 

 

Methodologies for Parameter Estimation from Available Data 

We propose some approaches to the estimation problems that may be followed up in 
future research. The estimation of organization-related parameters has been discus-
sed already. We would like to emphasize that it is extremely important for organiza-
tions to know their correct victimization rates. Firstly this is obviously important for 
their own security management. Secondly this is the basis of many reports on cyberc-
rime. The rates reported by sampled organizations in the few surveys done so far ap-
pear to have many biases and the surveys themselves have many shortcomings 
(Koellisch and Jaehnke 2005, Moitra 2003). Good detection rates are to some extent 
a function of the security technologies used and the way security is handled at that 
organization (its policies and practices). The estimation of the sensitivity of victimi-
zation to installed security levels can be done at an aggregate level by observing the 
different attack rates against otherwise similar organizations that happen to have dif-
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ferent levels of security. Alternatively, a survey undertaken to specifically to estima-
te this would offer a better solution to this problem. Finally organizations can obser-
ve the changes in attack rates against them as they change their security levels or 
even deliberately experiment with alternative security levels to estimate the effects. 
However, the data must be carefully collected, the correct statistical models must be 
used and the estimation process must be carried out carefully so that the true effects 
are measured. 

The estimation of the cybercrime process-related parameters pose much greater 
difficulties, since it will be extremely difficult to survey cyber criminals and even if 
a sample of them are surveyed, their responses may be particularly unreliable. Ho-
wever, there are now many qualitative studies of hackers, malicious or otherwise, 
and some assessment of their characteristics may be gleaned from them (Biggs 2004, 
Douglas 2002, Hunter 2002, Power 2000, Smith, Grabisky and Urbas 2004). There 
are also some surveys and reports on cybercrime incidence, and some of the data re-
ported in these may be utilized to develop estimates of the number of cyber offenders 
A and their individual offending rates λ (ignoring the indices).  

One of the most problematic issues is estimating the number of active cyber of-
fenders by type and skill level, A(a,k). Some attempts have been made to do this 
(Wall 2003, Moitra 2003) but further research is needed to arrive at better estimates. 
Alternatively, we might be able to get an estimate of the total number of active cyber 
offenders or perhaps A(a) from α(a) and ΣaA(a). Then we shall need to use additio-
nal data and assumptions to arrive at disaggregate estimates by offender type and skill 
level.  

The sensitivity of the number of offenders to changes in security levels (δA/δs) will 
also be difficult to estimate. But this is a very important quantity for policy purposes. 
The optimal security policy of an organization depends very strongly on this. This ac-
tually represents two effects. One is the change in the number of offenders who will 
consider a particular organization (a kind of special deterrence) and the other is the 
change in the total number of offenders as the average security on the internet changes 
(something that we may term as general deterrence). That is, we should expect a drop-
out effect as overall security on the Internet increases. It has been suggested that this 
has in fact been happening because the previously expected increase in network intru-
sions has not materialized. 

According to rational economic and decision theory, an individual makes choices so 
as to maximize his or her utility, U. While there are many problems and difficulties 
with such a sweeping proposition, there is a large body of theoretical and empirical 
literature in economics, psychology, decision analysis and also criminology that sug-
gests that behaviour can indeed be modeled according to such propositions of rational-
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ity (Becker, Tommasi and Ierulli 1995, Hellman and Alper 2006, Lersch 2004). That 
is, with the exception of violent crimes, criminals do consider costs, benefits and risks 
in deciding whether to commit a crime. Independently, the qualitative literature on 
“hackers” suggests the same about their behaviour. This appears even more plausible 
since cyber offences almost always require preparation and hence premeditation. This 
utility function may vary significantly across cyber offenders, and therefore we need to 
estimate this function for each type of offender. In the model development above, we 
have suggested three generic types in terms of their sensitivity to security. A reaso-
nably general model would be U(a,k,l,s|i), that is, the utility may be assumed to be a 
function of crime type, offender type, skill level of the offender, victim organization 
type and its security level. That the utility should be a function of the type of offender 
is axiomatically true. Whether the utility depends on the skill level may be debatable. 
However it is certainly plausible since a more skilled criminal may find it easier and 
possibly quicker to commit an offence.  Further, the same category of offender (same a 
and k) may derive different utilities from attacking different types of organizations.18 
Similarly, the security posture of an organization may affect an offender’s utility. Fi-
nally, again almost by definition, different crime types will provide different utilities. 
However, it has to be admitted that such a complex function may never be estimable at 
such a disaggregated level. The best we can do is to devise ways of approximating it 
on the basis of whatever relevant information we can obtain. Several approaches to 
measure individual utilities have been developed in econometrics and decision analysis 
and some of these methods may be applied. 

Another key variable, or parameter of the model is p(a,k,l,s|i) – the probability of an 
offender in category (a,k) choosing a target that can be characterized by (l,s) for com-
mitting crime type i. In practical terms this is the function we are most interested in, 
since if we can estimate these probabilities, we can largely estimate the model. This is 
also the critically important quantity for the understanding of the cybercrime process. 
A combination of data on offender behaviour and observed network crimes may pro-
vide some indication of the nature of this function. If we can estimate p, we can then 
estimate λ, [generally λ(a,k,l,s|i) or λ(a,k|i)] the individual crime commission rate ba-
sed on some additional data and assumptions. Alternatively, we might be able to esti-
mate λ directly from self-reports obtained from cyber offenders, in much the same way 
as has been done in traditional criminology (Burton, et al. 1999, Dunford and Elliott 
1984, Jamieson, McIvor and Murray 1999, Menard and Elliot 1990). In all cases, there 
will inevitably be biases in the estimates as in almost all criminological data, and a 

                                                 
18 For example, a hacker intent on committing financial fraud may derive very little utility 

from hacking the web site of an animal rights group, whereas an avid hunter may be more in-
terested in breaking in into that web site.  



24             Soumyo D. Moitra   

further step would be to address these biases and compensate for them to the extent 
possible. Knowing any one of these quantities {U or p or λ} will allow us to estimate 
any other since they are related as shown above. 

 Estimating A, U (and/or p and/or λ) along with their sensitivities to security levels 
is very important for developing cyber policy in any case. For public policy and the 
control of cyber crime the sensitivities of these variables to legal sanctions (punish-
ments, fear of detection/prosecution, etc.) is particularly important. We note that the 
total prevalence of cybercrime over any unit time period is represented by Λ = λ*A.19 

We emphasize that the model is not very complicated but the data required to estimate 
it is a major hurdle at this point in time because of the paucity of cybercrime data. 
Simpler and more approximate models may be estimated, as we have discussed, from 
the little quantitative data we do have and the qualitative data that can be examined. 
Thus we have a number of estimation problems where we face the general challenge of 
estimating parameter values from qualitative findings. Almost certainly, we shall have 
better data in the future, and a model such as the one we have developed may be esti-
mated, perhaps with some modifications. That would then lead to organizations being 
able to make better decisions regarding their network security.Future research needs to 
focus on these problems of estimating these key quantities from available data. The 
greater the degree of disaggregation in the data, the better the analysis that we can do. 
There should also be a policy of making collected data available to researchers. Policy-
makers should urge organizations and agencies to make available their data (usually 
collected from public funding, directly or indirectly). 

 

Summary and Conclusions 

Summary 

In this paper we have identified and discussed two distinct kinds of responses to cy-
bercrime. One is the public response through the development of cyber laws and poli-
cies on Internet governance. The second is the response of organizations taking decisi-
ons to safeguard their assets that are vulnerable to network crimes. We have referred to 
this as the private response even though public organizations are involved because 
they are acting on their own and are not involved in law-making that would apply to 
all parties in their jurisdiction. 

                                                 
19 Also, if we take s as the level of sanctions, then the above model can be used for develo-

ping optimal sanction levels.  
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The concerns of public cyber policy are to enforce law and maintain order with re-
spect to the Internet (or cyber space) for the general good of society. Two particular 
goals are to ensure that all members of society benefit from the Internet and that e-
commerce can reach its full potential. The concerns of organizations are to control 
network attacks and crimes against them and to reduce the damages caused by such 
actions. In order to develop the most appropriate policies or to make the best security 
decisions, both policy makers and organizations have a common need for reliable and 
detailed data on the prevalence and patterns of cybercrime. This paper discusses this 
data and how it might be obtained in some detail. 

The focus here has been on security management for organizations. We have intro-
duced the notion of an optimal level of network security for a given organization. The 
issue of finding an optimal security system is extremely important for organizations 
since many may gravitate to unnecessarily costly security systems due to excessive 
fear. This fear may be generated by the media publicity given to cybercrime and may 
be fed by vendors selling network security systems to organizations. The model pre-
sented here would allow for a more objective decision. 

The paper has developed an integrated modeling approach for exploring this optimal 
level for an organization. To the best of our knowledge, this is the first time such a 
model (or any model like this) has been developed for cybercrime. The model has ta-
ken a comprehensive set of factors into account. Thus it considers the prevalence of 
different types of cyber criminals, their individual crime rates, their choice process in 
targeting victims, and it also postulates a function to represent the utility they may de-
rive from committing cybercrimes. The model also considers various factors associa-
ted with security management from the perspective of organizations such as the victi-
mization rate, the damage caused by network attacks and the costs of alternative secu-
rity measures. This approach will enable organizations to find the most appropriate 
level of network security. In essence, we apply policy analysis techniques and optimi-
zation methods to help organizations analyse security decisions. 

An illustrative example was presented to show this approach can work in practice 
for organizations. This can be used as an initial template by organizations and can be 
adapted to suit individual situations. The example shows that under reasonable as-
sumptions there is indeed an optimal point where the total costs to an organization is 
minimized. In other words, after some point the incremental benefits of greater securi-
ty becomes less than the incremental costs. This concept of an appropriate level of se-
curity is important for organizations in managing their network security efficiently. 
The solution procedure to find the optimal point has been discussed in the appendix. 

The data needed to estimate the model have been identified. This has highlighted the 
information on cybercrime that is important to obtain for a better understanding of the 
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phenomenon, whether for organizational decisions or for policy making. In addition, 
we have identified the data needed by organizations to make appropriate security deci-
sions such as the expected damage resulting from a cyber attack and the cost of securi-
ty measures. A key set of parameters required for effective policy or decisions are rela-
ted to the sensitivities of cyber criminal behaviour to policy or decision variables. Fi-
nally the analysis of the data requirements shows the connection between organizatio-
nal security management (which is essentially private) and public cyber policy that 
includes cybercrime control, cyber law enforcement and Internet governance. 

The paper has suggested methodologies for obtaining the data that is needed. 
Someorganization-related data are relatively easy to obtain while some of these may be 
more difficult. However, it is clear that the data related to the generation of cybercrime 
that are also needed for policy-making will be extremely difficult to obtain and assess. 
However, in analogy with traditional criminology, some directions for collecting such 
data have been discussed. 

Conclusions 

One of the main conclusions of this study is that it is quite possible that security is be-
ing “oversold” to many organizations. In general there should be an optimal point such 
that it is not cost-beneficial for an organization to spend more money on security. The 
marginal returns on greater expenditures on security will tend to decrease as is the case 
for most systems and this implies the existence of an optimal point under reasonable 
assumptions. It may well be that this pint is achieved at relatively modest levels of se-
curity for many organizations, but unless this kind of analysis is done, this optimal 
point will not be discovered. In other words, the philosophy of “more is better” is not 
necessarily true. While there can be pressures on organizations from various sources 
such as security systems vendors or even its own systems managers, organizations 
need to decide independently what is best for them through rigorous and objective ana-
lysis. 

The second conclusion we can draw is that we need better cybercrime data for effec-
tive and cost-beneficial decisions whether for public cyber policy or for private secu-
rity management. As the illustrative example showed, the current data is quite inade-
quate to estimate even a very simple model. This exercise has identified specific vari-
ables and parameters that should be estimated for effective decisions. The magnitude 
of the sensitivities of offender behaviour parameters to policy and security decisions is 
an open issue. We do not have any idea of their values and it is extremely important 
that we attempt to estimate these sensitivities. The analysis reported here can be used 
for designing better cybercrime surveys to do this in the future. 
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The third conclusion and one of the contributions of this paper to the cybercrime lit-
erature is that organizational security decisions are an important aspect of controlling 
cybercrime and its impact. We have highlighted this by showing that both the preva-
lence of cyber offenders and their rate of offending should be expected to depend on 
the security measures organizations adopt. That is, not only will the victimization rate 
and the expected damages from cybercrimes be reduced through security, but the cyber 
criminal activity overall should be reduced as the aggregate level of security on the 
Internet increases. 

 Finally, in terms of future research, we have already noted that the model proposed 
here should be developed further. Surveys and collection methodologies have to be 
designed to collect the necessary data, and more research is needed to analyse the solu-
tions we obtain from the model as these solutions represent recommended decisions 
for managing network security for organizations. 
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Appendix: 

 

Deriving the solution to the problem of finding the optimal security level. 

The objective is to minimize Z = D + C with respect to security level s (Moitra 
2007). 

The solution will be at the point where  

δZ/δs = 0 or when  

δD/δs = -δC/δs 

The left hand side, δC/δs,  is the change in costs as the security levels are changed 
and will have to be obtained from vendors or internal sources. In practice, C will not 
be a continuous variable and the changes will be discrete. However the (discrete) 
changes in costs should be known in theory. The right hand side may be written as  

δD/δs = δ(d*υ)/δs, since D = d*υ  

where d is the expected damage per attack (written as d(i|s) above) and υ is the rate 
of attacks. Again, for simplicity of the derivation, we are dropping all the indices (a, k, 
l, and i) as explained earlier. 

Expanding, we have δD/δs = (δd/δs)* υ + (δυ/δs)*d  

Now υ = p*A*T/N (the number of victimizations over time T per organization) 

Therefore, (δυ/δs) = T/N{(δp/δs)*A + (δA/δs)*p} 

From our earlier expression for p in terms of U, we have  

δp/δs = (δp/δU)(δU/δs) 

And δp/δU  = {expU/(1+expU)2}  

Finally, substituting in our basic condition for optimality, δD/δs = -δC/δs (as above), 
we have  

(δd/δs)* υ + d*(T/N)*[{expU/(1+expU)2}*(δU/δs)*A] + (δA/δs)*p = -δC/δs  

The solution is to set s such that the above holds. Since this is an implicit equation in 
s, it has to be solved numerically. Several suitable packages (to solve non-linear equa-
tions as this) are available and given the input data that is required, along with some 
trial and error with starting values, the equation can be solved reasonable easily.20 In 

                                                 
20 It is of course important to check whether a solution exists and that the functional proper-

ties required to solve this problem are satisfied. For details on nonlinear optimization, a stan-
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practice the values of s and C will be discrete. An alternative method could be conduc-
ting an exhaustive search over all possible values of s (which may not be that many) as 
was done in the numerical example above. The important obstacle is to get the requi-
red input data. However, many of the data items can be estimated by an organization, 
and the others may be estimated from the available data on cybercrime with some ap-
proximations. In the paper we have discussed the particular data items needed. If the 
required data on cybercrime were available, as we have discussed, then the above op-
timization problem can be solved. The solution will of course always be subject to the 
assumptions made in the process of deriving this model and this solution. In the text of 
the paper, we have discussed and interpreted each of the terms in this last equation. 

                                                                                                                                             
dard text on the subject may be consulted (Bazaraa, Sherali and Shetty 2006, Luenberger and 
Ye 2008). 


